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MOJIOJKEHUE N
OB OBPABOTKE IIEPCOHAJILHBIX IAHHBIX

OO0ue moJIoKeHust

[TonoxxeHue 06 06paboTke nepcoHabHbIX JaHHbIX (anee — [lonokeHne) onpeaenseT yCaoB s 1
nopsaok 00paboTKU NepcoHabHBIX AaHHBIX, KOTOpYIo ocyuiecTaser 000 "VK
"[TIPOMI'PAXXJIAHCTPOM" (nanee — Oneparop).
[TonoxeHue pa3paborano Bo ucnosHeHue [onnuTHky B OTHOIIEHHH 06pabOTKH MEPCOHAIbHbIX AaHHbIX
(nanee — INonuTHka) U B cooTBeTCTBUHM C M. 2 4. | c1. 18.1 DenepanbHoro 3akoHa ot 27 utojs 2006 r. Ne
152-@3 «O nepcoHanbHbIX AaHHBIX)» (Hayee — D3 «O nepcoHaNbHBIX AaHHBIX), @ TAKKE CIEAYOLUMH
HOPMaTHBHBIMH NPABOBBIMH aKTAMH:
e uyacTb Bropas ['paxnanckoro Kogekca Poccuiickoit @enepauunu ot 26 sHaps 1996 r. Ne 14-D3
(nanee — yacts Bropas 'K P®D);
e Tpynosoii Konekc Poccuiickoi @enepauuu ot 30 nekabps 2001 r. Ne 197-03 (nanee — TK
PD);
e yacte nepsas Hanoroeoro Konekca Poccuiickoit @enepauyu ot 31 vrons 1998 r. Ne 146-03
(nanee — yacth nepras HK P®);
o  ®depnepanbHblii 3ak0oH «O OyxrantepckoM yuére» ot 6 aekadbps 2011 r. Ne 402-03 (nanee — D3
«O Byxrantepckom yuére»);
¢ nocraHossenue [Ipasurenscta Poceuniickoit @enepaumu ot 15 centsabps 2008 r. Ne687 «O6
yTBepxkaeHuH [lonoxenus 06 ocobeHHOCTIX 00pabOTKK MEPCOHANbHBIX JaHHbIX,
OCYILECTBIIIEMON O€3 UCMONb30BaHUs CPECTB AaBTOMATH3ALINY;
¢ nocraHoeneHue [IpaBurtenscrea Poccuiickoit @enepauyu ot 1 HosOps 2012 r. Ne1119 «O6
YTBEPIKI€HUU TpeOOBaHUH K 3allIMTE NEPCOHATBHbBIX JaHHBIX MPH UX 06paboTke B
MH()OPMALIMOHHBIX CUCTEMAX MEPCOHATBHbIX JIAHHBIX).

Opranuszanus 00paboTKy NepcoOHAJbHBIX JAHHbIX

B uensax obecneuenus BbInonHeHUs o0s3aHHOCTeH, npeaycMoTpeHHbIX D3 «O nepcoHanbHbIX aHHBIX»
¥ MIPUHATBIMU B COOTBETCTBUU C HUM HOPMATHBHBIMH MPaBOBBIMHU akTaMu, OniepaTopom HazHavaeTcs
OTBETCTBEHHbIN 32 OpraHu3aLrio 0OpaboTKH NMEPCOHATbHBIX AaHHBIX (anee — OTBETCTBEHHBIH).
OTBeTCTBEHHBIH 00s13aH:

e obecrieuuBaTh yTBepXK/IECHUE, MPUBE/IEHHE B ICHCTBHE, a TAloKe OOHOBJIEHHE B Cilyuae
Heobxoaumocty [Tonutuky, [Tog0keHNs U MHBIX JIOKAIBHBIX aKTOB 10 BOMpPOcaM 00paboTku
MEePCOHAJIbHBIX JaHHBIX;

e ofecneunTh HEOrpaHUUYEHHBIH A0CTYI K [lonuTHKe, KoMK KOTOPOH pa3mertaeTcs no aapecy
HaxoxaeHust Oneparopa;

®  POBOAMTH OLEHKY 3(P(HhEeKTHBHOCTH NPHHHUMAaEMbIX Mep 1o obecneueHnro 6e30MacHOCTH
MepPCOHAJIbHBIX JIAHHBIX /10 BBOJA B SKCIUTyaTaLMIO HHPOPMALKOHHOI cuctembl Ornieparopa;
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®  ©XKEerofHO NMPOBOAWTD OLIEHKY BPe/a, KOTOPbIH MOXET GbITh MPHUMHEH CYELEKTaM
NepPCOHANbHBIX JaHHBIX B cyyae HapyleHUus O3 «O nepcoHaibHbIX JaHHbIXY,

®  ©KEroAHO OCYIUECTBATL BHYTPEHHUI KOHTPOb 3a coOmoaeHnem Onepatopom u ero

 paDOTHHKaMH 3aKOHOAATENBCTBA O MEPCOHAIbHBIX AAHHBIX, [TOMUTHKY, TTON0KEHNS M UHbIX

. JIOKAJIbHBIX aKTOB 110 BOMpPOCcam 06pabOTKH MePCOHANBHBIX NAHHBIX, B TOM YHC/E TPeGOBAHHH K

. 3alIMTe NEPCOHANLHBIX JaHHbIX (1anee — HopMaTuBHEIE akThI);

®  JIOBOIMTH 10 PaOOTHHKOB MOA POCHHUCH NonokeHnss HOpMaTHBHBIX aKTOB MPH 3aKTIOUEHHH
TPY/A0BOrO 10roBoOpa, a Takxke Mo cOOCTBEHHONW UHULIMATHBE,

®  OCYLIECTB/ATH AOMYCK pabOTHHUKOB K MEPCOHATBHBIM AaHHBIM, 00pabaThiBAEMbIM B
vH(OpMaLIMOHHOK cucTeMe Oneparopa, a TAKKE K UX MAaTepUaibHbIM HOCHTENAM TOILKO AU1A
BbITIOJIHEHHUS TPYAOBBIX O0A3aHHOCTEH;

®  OpPraHU30BbIBATb W KOHTPOJIMPOBATH MPUEM U 06paboTKy oOpalileHHi 1 3anpocoB cyGHLEKTOB
NepCOHaNbHBIX AAHHbIX, 00ecneYrnBaTh OCYLIECTBICHHE HX [1paB;

e obecrneunBaTh B3aHMOJEHCTBHE C YITOJHOMOYCHHBIM OPraHOM MO 3allKTe NpaB CyOLEKTOB
NepcoHabHbIX AaHHBIX (fajiee — PockoMHaazop).

| O6ecnieuenue 6€30NaACHOCTH NEPCOHATBHBIX AAHHBIX

PaGoTHUKY, NOTyUHBLIKE JOCTYM K NEPCOHATILHBIM JaHHBIM, 00SI3aHbI HE PACKPbIBATH TPETHUM JHLAM H
HE PaclpoCTpaHaTh WX 6e3 coryacks cyobexTa nepcoHabHBIX AaHHBIX, €CJIH HHOE HE MPe1yCMOTPEHO
denepanbHbIM 33aKOHOM.

B uensx 3aiuThl NepCoHaNbHbIX JAHHBIX OT HENPAaBOMEPHBIX IEHCTBHI (B YACTHOCTH, HENPABOMEPHOTO
MJIK CITy4aHOro JOCTyIa, YHHITOXKEHHS, H3MEHEHHUS, OJTOKMPOBAHHS, KOMUPOBAHKS, NPEN0OCTABIIEHH S,
pacnpocTpaHeHHs) OrnepaTopoM NMPUMEHAETCS KOMIUIEKC MPABOBbIX, OPrAHU3ALIMOHHbBIX H TEXHHUYECKHX
Mep 1o obecneueHuIo 6€30MacHOCTH NEPCOHANTbHBIX JAHHBIX, COCTABIISIOLIMN CUCTEMY 3alllMThI
NePCOHabHBIX AaHHbIX.

ITpumMeneHHre koMIIeKca Mep no odecreueHHo 6€30MacHOCTH NEPCOHANBHBIX AaHHbIX obecrieunBaer
YCTaHOBJIEHHBIH YPOBEHb 3allHIIEHHOCTH [ePCOHAIbHBIX JaHHBIX NPH HX 00paboTke B
MH(QOPMaLHUOHHOl cucTeme Oneparopa.

B uenax obecnieyeHus BbinosiHeHus obs3aHHOCTelH, npeaycMoTpeHHbIX O3 «O nepcoHaibHbIX AaHHbIXY
Y NIPUHATBIMH B COOTBETCTBUM C HUM HOPMAaTHBHBIMU NPAaBOBbIMY akTamMy, OnepaTopom HazHauyaeTcs
OTBETCTBEHHBIH 3a obecrneyeHre 6€30NacHOCTH NEPCOHANTbHBIX AAHHBIX B HHPOPMALUOHHOMH CHCTEME.
OrtBeTcTBeHHbIi 32 0OecneueHre 6e30MaCHOCTH NEPCOHANILHBIX aHHBIX B HHPOPMaLHOHHOM crHcTeMe
obs13aH:

€XErOIHO BBIMOJIHATD OTpe/iesieHue yrpo3 6€e30MacHOCTH MepCoHabHBIX JaHHBIX NpH UX 00paboTke B
nHbopMalMoHHoH cucteme Oneparopa;

obecneunBaTh peaau3alvio OpraHU3alHOHHBIX H TEXHUUECKHX Mep 110 obecredeH o 6e30nacHoCTH
NEPCOHABHBIX JAHHBIX U MPUMEHEHHE CPECTB 3aLHTbl HHPOPMALIMH, HEOOXOAUMBIX /151 AOCTHXKEHHUA
YCTaHOBJIEHHOTO YPOBH$ 3alMIIEHHOCTH NEPCOHANIbHBIX AaHHBIX NpH 00paboTke B MHHOPMaALIMOHHOM
cucreme Oneparopa; F

YCTaHaBJ/IMBATh MPaBHIa JOCTYMNA K MepCOHANbHBIM JaHHbIM, 06pabaTbiBaeMbiM B HHHOPMaLHOHHOM
cucreme Oneparopa, a Takke 0O0ecneynBaTh PErucCTPaLMIO W YUET BCeX NeHCTBHI C HUMMU;
OpraHu30BbIBaTH OOHApYXkeHHe (PaKTOB HECAHKUMOHHPOBAHHOIO JOCTYTA K NEPCOHATbHBIM JaHHBIM K
NPUHATHE MEP M0 PEarMpoOBAHHUIO, BKJIFOUAs BOCCTAHOBIEHHE MEPCOHANBHBIX AAHHBIX,
MOJH(HUMPOBAHHBIX UM YHHUTOXKEHHBIX BCIEICTBHE HECAHKLIMOHUPOBAHHOTO J0CTYMA K HUM;
€KEro/{HO OCYLIECTBATH BHYTPEHHUI KOHTPOJIb 32 00eCrneueHHeM YCTaHOBIGHHOIO YPOBHS
3AIUIIEHHOCTH NEPCOHANBHBIX JaHHbIX NMpu 06paboTke B HHGOpMaLMOHHON cHcTeme Oneparopa.
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| OcyuecTB/ieHHE NPAB CYObEeKTOB NEPCOHAILHBIX JAHHBIX
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Ipu obpaineHny cyGbekTa NepcoHanbHbIX NAHHBIX WITH TIPH NONYUEHUH €T0 3anpoca (1ajlee —
OGpauienne) OTBETCTBEHHbIH 00ecreunBaeT NpeaocTaBieHHe CyObekTy NepcoHaNbHbIX AaHHbIX
HHGOPMALIMK O HAJTMUUH OTHOCSLUMXCS K HEMY TEPCOHAIbHBIX AAHHBIX, & TAK)KE BO3MOKHOCTH
O3HAKOMJIEHHS ¢ 3TUMM NEPCOHANBHBIMU JlaHHBIMH B TeueHue 30 aHei ¢ qatbl Ob6palueHus.

[1py HaNKUYKMK 3aKOHHBIX OCHOBAHUH /I OTKA3a B MPENOCTABIEHHN CYObEKTY MEPCOHATbHBIX HAHHbIX
HH(QOPMALIMK O HATMUKMK OTHOCSLLMXCS K HEMY MEepCOHAIbHBIX JaHHBIX, a TAKXKE BO3MOKHOCTH
O3HAKOMJICHHS ¢ 3THMH NEPCOHATbHBIMU AaHHbIMU OTBETCTBEHHBIH 0becrneunBaeT HanpapieHue
CyOBEKTY NepCOHaJIbHBIX JaHHbIX MOTUBHPOBAHHOIO OTBETA B MMCbMEHHOI opMe, CojiepKatiiero
CChUIKY Ha nostoskeHHue 4. 8 cT. 14 O3 «O nepcoHanbHbIX JaHHBIXY» WIH UHOTO (eaepanbHOro 3aKOHa,
ABNAIOLIEECS OCHOBAHHEM I TAKOrO OTKa3a, B TeyeHue 30 nHeit ¢ natol O6palleHus.

IIpu npenocraBneHnn cyOBEKTOM NEPCOHANBHBIX AaHHBIX CBEASHHH, NOATBEPKAAIOUIUX, YTO €ro
NEPCOHANbHBIE JaHHble, oOpabaTbiBaeMble ONepaTopoM, SBISIOTCS HETIONHBIMH, HETOUHBIMH HITH
HeakTyalbHbIMH, OTBETCTBEHHbIH 00ECTIEUNBAET BHECEHHE HEOOXOAMMbIX H3MEHEHHUH B NepCoOHaNbHbIE
JlaHHble B TeueHHe 7 pabounx aHeit ¢ natbl OOpalieHus.

Ilpy npeaocTaBaeHNH cyObEKTOM NEPCOHANIbHBIX JAHHBIX CBEACHHH, MOATBEPKAAIOLIMX, UTO €T0
NepCoHaNbHbIE IaHHble, oOpabaTbeiBaeMbie OnepaTopoM, SBAAIOTCS HE3aKOHHO MOJTyUEHHBIMH WU He
ABJISIOTCS HEOOXOAMMBIMH AJ1st 3asiBIeHHOH Lenn o6paboTiu, OTBETCTBEHHbIH 0OecneunBaer
YHHUTOXEHHE TAKHX MEPCOHANIbHBIX flaHHbIE B TeueHue 7 pabouux aHel ¢ aatbl OGpatieHus.
OrseTcTBEHHBIH O0ecneurBaeT yBeroMneHne cyObekra nepcoHaNbHbIX JaHHBIX O BHECEHHbBIX B €r0
NEPCOHAIbHBIE 1aHHbIE H3MEHEHHUAX W MPEATIPUHATBIX MEPAX, & TAKKE NPUHUMAET pasyMHbIe Mepbl IS
YBEIOMNEHHSA TPETHUX JIULL, KOTOPBIM TI€PCOHABHBIC AAHHbIE 3TOro cyObekTa ObUIH NepeaHsbl.

B ciyuae ot3biBa cyObeKTOM NEpCOHANBHBIX JaHHBIX COrJIacHs Ha UX 06paboTKy OHa MOKeT ObITh

NPOAOIAKEHA NPH HAJTHUHUN OCHOBAHUH, YkazaHHbIX BM. 2—I1u. lcr. 6,u. 2 ¢t 10 u. 2 ¢T. 11 @3 «O
NEePCOHAILHBIX AAHHBIX).

| i1+ B3zaumopnelicTBre ¢ Pockomuagzopom

Ilo 3anpocy PockoviHaazopa OTBeTCTBEHHbIH OpraHM3yeT NPEAOCTaBICHHUE JIOKAIbHbIX AKTOB B
OTHOLLEHHH 00pabOTKH NEPCOHATBHBIX AAaHHBIX U JIOKYMEHTOB, NOATBEP)KAAIOLLMX MPHUHATHE Mep MO
BbINoAHeHHIO Tpebosanuit O3 «O nepcoHanbHbIX AaHHbIX», B TeueHde 30 AHeH ¢ aaTbl nony4eHus
3anpoca. | T

Tlo Tpe6oBanuio PockoMHanzopaOTBETCTBEHHBIN OpraHU3yeT yTOUHEHe, 6JIOKHPOBaHHE WK
YHHUTOXKEHHE HEOCTOBEPHBIX, HIIH MOMYYEHHbIX HE3aKOHHbIM MYTEM MEPCOHANBHBIX AAHHBIX B TEUCHHUE
30 gHe# ¢ naThl NOAYyUYEHHs TpeOoBaHUS.

B cayuasx, npenycmoTpeHHbiX cT. 22 O3 «O nepcoHanbHbIX JaHHbIXY», OTBETCTBEHHBIH HAMpaBseT B
PockomMHaa3op yBeaoMIIeHHE 0 HAMEPEHMH OCYLLECTBSTL 00paboTKy MepCOHaNbHBIX AaHHbIX.

B ciyuae Heo6xoaumocTu OTBETCTBEHHBIH HanpaenseT B PockoMHaazop obpaliieHus no sonpocam
00paboTiy nepcoHaNbHbIX AaHHBIX, OCYLLECTBIseMON OnepaTopoM.

OTBeTCTBEHHOCTD 32 HAPYLIeHHe NopsiAKa o0padoTKH H obecnedeHus
| 0€30MaCHOCTH NePCOHAILHBIX TAHHBIX

B cnyuae HapylieHns paboTHUKOM MOJIOKEHUH 3aKOHOAATENbCTBA B 00J1aCTH MEPCOHAIbHBIX JaHHbIX OH
MOJKeT ObITh MPUBIEUYEH K AMCLIMIUIHHAPHOH, MaTEpPUalIbHOM, MPaXXJaHCKO-PAaBOBOH,
aJMHUHHUCTPATHBHOH U YroJlOBHOH OTBETCTBEHHOCTH B Nopsake, ycraHoeaeHHOM TK P® v nHbiMu
tenepanbHbLIMU 32KOHAMH, B COOTBETCTBHU € U. | ¢T. 24 @3 «O nepcoHanbHbIX AaHHbIX» U cT. 90 TKP®.
B cnyuae pasrnauieHus pabOTHHKOM NEPCOHANbLHBIX JAHHBIX, CTABLUIMX €MY U3BECTHLIMH B CBS3HU C
MCTOJHEHHEM €ro TPYAOBbIX 00A3aHHOCTEH, TPYIOBOH JOTOBOP C HUM MOXKET ObITb pacTOPrHyT B
COOTBETCTBUH € N. «B» M. 6 ¢T. 81 TK PD.
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